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Abstract— A generalized framework of spectrum sensing
disruption for a power-limited adversary is proposed in this
paper. In the literature, a conventional sensing attack typically
assumes that the adversary has perfect knowledge of the spectral
usage status. The framework in this paper considers a more
general case where there are uncertainties in the estimates at
the adversary. These uncertainties are modeled utilizing the
probability of detection and the probability of false alarm. Then,
the sum of the conditional probabilities of false detection at the
secondary within the spectral range of interest, conditioned on the
adversary’s estimated spectrum usage status, is maximized. It is
shown that the optimal sensing attack, given perfect estimation
is a special case of the proposed framework. When the adver-
sary has perfect spectrum usage information, this framework
reduces to a previously demonstrated optimal sensing disruption.
When the adversary has imperfect information on the spectral
status, the proposed framework is significantly more robust
than conventional sensing attacks. Further, when the adversary’s
power budget increases, it asymptotically approaches the sensing
disruption performance upper bound.

Index Terms—Spectrum sensing, cognitive radio, intelligent
adversary, estimation uncertainty.

I. INTRODUCTION

OGNITIVE radio (CR) can help the problem arising

from inefficient usage of limited electromagnetic
spectrum under fixed allocation [1], [2]. In CR networks,
secondary users (SUs) are allowed to opportunistically access
those spectral bands not being used by primary users (PUs),
under the constraint that interference to PUs is below some
threshold.

Spectrum sensing [3]-[6] is an essential component in
realizing dynamic spectrum access for CR [7]. It enables SUs
to be aware of the electromagnetic surroundings by identifying
whether PUs are present within the spectral range of interest.
However, spectrum sensing introduces new opportunities for
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an adversary [8]-[10]. Spectrum sensing attacks [9], [11], [12]
can be categorized as sensing link disruption, also termed
spoofing, and sensing cooperation disruption, also called a
spectrum sensing data falsification (SSDF) attack. In spoofing,
the adversary sends electromagnetic signals into vacant bands,
to make the secondary mistakenly believe that these bands are
used by PUs. Sensing cooperation disruption targets the coop-
eration process of cooperative spectrum sensing, where the CR
network collects measurements from individual SUs and the
adversary pretends to be an SU sending out falsified measure-
ments so as to mislead the CR network in the final sensing
decision. The focus of this paper is on sensing link disruption,
since it applies to both local sensing and cooperative sensing.

A. Related Work

Numerous research papers considered sensing-link disrup-
tion in spectrum sensing [13]-[20]. By assuming that PU
location is known, a countermeasure to a sensing-link attack
is proposed, based on localization information from received
signal strength measurements in [14]. Jin et al. [15] presented
the detection of a sensing attack using Fenton’s approximation
and Wald’s sequential probability ratio test (WSPRT), and
extended this work in [16], where a Neyman-Pearson compos-
ite hypothesis test and a Wald’s sequential probability ratio test
are analyzed. Secure spectrum sensing based on cryptographic
techniques were proposed in [17] and [18], where a public-
key cryptography mechanism is used between primary and
secondary users. In [19] and [20], learning techniques were
applied to mitigate the destructive effects of a sensing attack.
The above research mainly focuses on proposing various
approaches against sensing-link attacks. However, to better
combat this attack, an in-depth analysis and optimal design
on the attack itself is necessary.

Spoofing feasibility was analyzed in [21], and its impact
on CR network performance was investigated in [22]. How to
optimally launch a sensing link disruption with a given power
budget is important, since it provides a worst-case performance
analysis for spectrum sensing mechanisms in the presence
of a sensing-link attack. Optimal spoofing for an adversary
with a limited power budget under additive white Gaussian
noise (AWGN) was derived and analyzed in [11], [23], and
[24]. This work was extended for fading propagation envi-
ronments in [25] and [26]. However, it was assumed that
the adversary knows spectral usage status perfectly. In [27],
the adversary is assumed to conduct the attack in a blind way
such that it does not know the true status of primary signals.
However, the adversary could obtain the spectral usage status
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based on its own measurements. Haghighat and Sadough [28]
and Saber and Sadough [29] propose a smart radio-aware
adversary that performs its own spectrum sensing, and it
consumes resources in a way that causes more destruction
than current attackers. However, it lacks an in-depth analysis
of the optimal attacking strategy.

B. Motivation and Contributions

In this paper, we investigate an intelligent adversary which
has the ability to estimate the usage status within the spectral
range of interest. A general scenario is considered where there
could be estimation uncertainties on the spectral usage status
at the adversary. That is, there is a non-zero probability at the
adversary that a band is estimated to be busy but is actually
vacant. Similarly, a band could be estimated to be vacant but
actually be busy. We derived the optimal spoofing strategy
with the assumption that the estimation at the adversary is
perfect in [11], where it was shown that the optimal spoofing
is equal-power, partial-band spoofing. To the best of our
knowledge, the problem of how to optimally spoof with a
given power budget given realistic estimation uncertainties
remains unresolved.

We tackle this problem in this paper by introducing the con-
ditional probability that a band is actually vacant, given the
sensed result on that band at the adversary. The sum of the
conditional probabilities of false detection at the secondary,
conditioned on the spectral usage status estimates at the
adversary, is then derived and maximized. Numerical results
show that the proposed spoofing outperforms conventional
sensing disruption strategies, and asymptotically approaches
the performance upper bound when there is no sensing esti-
mation uncertainty at the adversary.

The contributions of this paper are as follows:

o We propose a generalized framework for sensing dis-
ruption by a power-limited adversary, which provides an
intelligent transition for the adversary to launch different
sensing disruptions. It is shown that the optimal sensing
disruption strategy, given perfect estimation, is a special
case of our proposed framework.

o We show that by applying the proposed framework,
the sensing-attack performance of the adversary out-
performs conventional algorithms, and asymptotically
approaches the ideal sensing disruption performance
when the adversary has perfect information.

e We provide an optimal disruption strategy for a
sensing-link attack by optimally allocating an adversarial
power budget across subcarriers in the sense of causing
maximally destructive effects to the target CR network.
Meanwhile, it provides a worst-case performance analysis
for secure spectrum sensing in the presence of sensing
link disruption.

This power-limited adversary framework has a variety of
applications, including military and border patrol scenar-
ios (unmanned aircraft, wireless sensor networks, vehicular
networks, etc.) as well as Cognitive Internet-of-Things (CIoT)
scenarios. Many CIoT applications, which are seen as good
fits for spectrum sensing and dynamic spectrum access, such
as healthcare, environmental monitoring, smart grids, intel-
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ligent traffic systems, and in-home systems, are not usually
considered as adversarial scenarios. However, there are adver-
sarial situations which can arise in all these applications,
including terrorism, vandalism, and various financially moti-
vated crimes (home burglary, waste dumping, avoiding speed-
ing tickets, etc.) where sensor overrides or attacks could be
deployed.

The rest of this paper is organized as follows. The system
model and the generalized framework are presented in
Section II. In Section III, a sub-optimal solution is given,
and relationships of existing sensing disruption strategies with
our proposed framework are analyzed. Performance analysis is
described in Section IV and numerical results are presented in
Section V. Finally, conclusions and future work are discussed
in Section VI.

Regarding notation: random processes are written as func-
tions of time, e.g., w;(t), random variables are denoted by
uppercase bold letters, e.g., Np, and values that the random
variables equal are represented by lowercase letters, e.g., np.
Variables or parameters associated with the adversary are
denoted either with a tilde (~) above the symbol or with a
subscript or superscript A, and the notation — above a symbol
denotes a vector.

II. SYSTEM MODEL AND GENERALIZED FRAMEWORK
FOR SENSING DISRUPTION

The spectral range of interest consists of N bands, where
some are busy bands occupied by PUs and the rest are
vacant bands, not accessed by PUs and available for SUs.
The transmissions of PUs are random, so the number of
busy bands, Np, and the number of vacant bands, Ng, are
random, and at any particular instant of time, Np = np and
Ng = ng. An SU carries out spectrum sensing within each
periodic sensing interval, to determine the spectrum usage sta-
tus (busy/vacant) of each band. The sensing decision at the SU
on the ¢th band is denoted D; where ¢ = 1,2,--- , N, which
equals 1 or 0, indicating the observed band is busy or vacant,
respectively. Each sensing interval is followed by a data
transmission interval.

The adversary, who is a rival entity of the secondary, makes
decisions on the spectral usage status at the start of the sensing
interval. During the SU sensing interval, it sends spoofing
signals into vacant bands, in order to mislead SU sensing
decisions.

With the assumption that the spectral usage information at
the adversary is perfect, optimal spoofing under AWGN was
shown to be an equal-power, partial-band strategy in [11]. This
corresponds to the ideal performance upper bound of adversary
spoofing, since its attacking power would not be wasted in any
busy bands. However, for a more realistic case, the estimates
of which bands are vacant have uncertainties which can result
in error decisions on the spectral usage status.

A. Estimation Uncertainties at the Adversary

Let D; 4 denote the spectrum usage decision of the adver-
sary on the ¢-th band, where i 1,2,---,N and the
subscript A indicates the adversary. D; 4 equals 0 or 1, with 0
indicating that the adversary thinks the i-th band is vacant,
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and 1 indicating that the i-th band is busy. Consequently,
within the N spectral bands, there are Ng bands sensed to
be vacant by the adversary, and Np = N — Ns bands sensed
to be busy by the adversary. Both Ng and Np are random
variables arising from the estimation uncertainties of D; 4.
At any particular time, Ns = ng and Np = np, where ng
and 7 p are integers within the range [0, N] and np = N —ng.
Let {ng} and {np} denote the sets of spectral bands that are
sensed by the adversary to be vacant and busy, respectively.
For the bands where i € {fip}, D; 4 = 1, and for i € {fg},
D; 4 = 0. When the adversary determines that the ¢-th band is
busy, i.e., D; 4 = 1, the probability that it is actually vacant,

denoted by pé 2 , is given by

25(()12 =p(Hoi|Dsa=1)

B p(Ho,)p?, (1
p(Ho,i)p},; +p(Hii)pg
where Hj; represents the event that the i-th band is actu-
ally vacant, and H;, denotes the event that the ¢-th band
is actually busy. Similarly, the probability that the ¢-th band
is actually vacant when the adversary thinks it is vacant,
denoted 15(()03 , 1s

25802 = p(Hoi| D4 = 0)

- p(Hoi)(1 - pf;)
p(Hoi)(1 = p7,;) +p(Hii) (1 —pg,)
Note that when there is no estimation uncertainty at the

adversary, péz in (1) equals 0 and ]3(()?3 in (2) equals 1.

Otherwise, both of them fall in the range (0, 1).

)

B. Motivation for the Proposed Framework

The generalized spoofing framework, incorporating the
adversary’s estimation uncertainty, originates from maximiz-
ing the conditional average number of false detections by the
SUs over the actually vacant bands, as described below.

Let D; (¢ = 1,2,---, N | be variables such that D; =1
means that the i-th band is determined to be busy by the
secondary, while D; = 0 indicates that this band is sensed to
be vacant by the secondary. Therefore, the number of bands
sensed to be busy by the secondary is the sum of D, over
all i. The expectation of this sum is the average number of
bands sensed to be busy by the secondary, Ny, and is given

by
EN(E D)
21: ( 'L*]-aHO,i)'f'

where Hy; and H;; denote the events that the i-th band
is actually vacant and that the ¢-th band is actually busy,
respectively. The two parts composing Ny in (3), denoted N
and Ny i, are given by

N
Ny = Zi:l p(Di =1,Ho,;)

N
Nip=)  p(Di=1Hy,). )

Ny

p(Di=1,H), )

-
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For the i-th band, the probability that it is actually busy
is denoted p(Hy,), and the probability that it is actually
vacant is denoted p(HOJ-). There are a total of 2V dif-
ferent spectrum usage combinations of these N bands. Let
H,, = (Hlym, Hopmy o ,HN,m) denote the m-th (m =
1,2,---,2") spectrum usage status of the total of N bands,
where the ith element in the vector H;,, = 0 means that
the i-th band is vacant, and H;,, = 1 indicates that the
i-th band is busy (i = 1,2,---,N). For a given value
of m, H,, = (Him, Ham, .-+, Hnum) is determined.
Specifically, if H;,, = 0, then p(H1|H;m = 0) = 0 and

p(Ho,i|Him = 0) = 1. If H; ,, = 1, then p(Hy ;|H;m = 1)

=1 and p(HO,i|Hi,m = 1) = 0.
The probability of this spectrum usage status of the N bands
is denoted p(ﬁm), and we have

2N

Zmzlp(ﬁm) —1. (5)

In this way, we have
2N

> p(Di =1, HolHy )p(Fn) = p(Di = 1. Hos)  ©)

m=1

and

2N

ZP(Di = 17H1,i‘ﬁm)p(ﬁm) —p(D =1,H z) (7

m=1

Substituting (6) and (7) into (3),
Zl{zp( =1, Ho ;| ) (ﬁ,)
+§:p( D; =1, Hy,|H,, ) ( )} ®)
i=1

- 1,H07i|ﬁm)p(ﬁm) in (8)

sums for 7 from 1 to N, and for each ¢, the value ofp(ﬁm)

N
The summation ) p(Dz
i=1

stays constant. So we can take p(ﬁm) out of the summation,
and (8) can be written as
Hm)

p(Di =1, My, m)} ©
1

2N

%=X () (o 1.

m=1
/(5.

] =

.
I

Let
0 -
N = Zp( - m)
NY = Z ( =1,H,,|A ) (10)
1,m p = m)-
Substituting (10) into (8),
2N
Ni=). {Nf?%p(ﬁm) + N () } (11)
m=1
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Ny,
and NV 1(1,),L At any particular instant of time, there is a particular
spectruin usage status. Without loss of generality, we use the
notation ﬁm to denote this status, whereby there are Ng ,,
actually vacant bands, and Np ,, actually busy bands. That is,
SN Him = Np,, and Ng,, = N — Np,,. In this way,

NO

1,m

We next analyze the physical interpretations for

from (10) can be further written as

N
Nl(?r)n = ZP(Di = ]-7H0,i‘ﬁm)
i=1

p<Di =1, HO,i; ﬁm)

(i)
p(Di - 1,H0,i,ﬁm)

+ Zie{wp,m} ) ( gm) ’

where {Ng ,,, } and {Np,, } denote the sets of spectral bands
which are actually vacant and actually busy, respectively. For
the spectral bands which are actually vacant, i.e., ¢ € {N Sm}’
p(HOJ‘ﬁm) = 1, and for the bands that are actually busy,
ie., i€ {Npm}, p(Ho;|Hy) = 0. Then (12) can be further
written as

Nl(% = ZZ\ZWLP<D1‘ = ]-|H0,i;ﬁm)v

which is the average number of false detections within the
actually vacant bands for the m-th spectral usage status of
the N bands H,,, where m = 1,2,---,2". Similarly, Nl(i)n
in (10) can be written as

Ny

- ZiE{Nsym}

12)

13)

(14)

where for i € {Ng}: p(Hi;|Hy,) = 0, and for i €
{Npm}: p(Hyi|Hyp) = 1. This shows that N{') is the
average number of bands sensed busy by the secondary within
those actually busy bands, i.e., i € {N p7m}, given that at this
instant of time, the actual spectrum usage status is H,,. And
thus, we have
o Nj is the average number of bands sensed to be busy by
the secondary, averaged over all possible spectral usage
status combinations, within which
- N1(?7)n, is the average number of bands sensed busy
by the secondary among the actually vacant bands,
for a given spectral usage status H,,, and
- Nl(,17)n, is the average number of bands sensed busy
by the secondary among the actually busy bands, for
a given spectral usage status ﬁm.
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e Nj is the sum of Nl(g)n and Nl(ly)n

spectral usage status, given by

averaged over all the

Ny = :XN:I { (N;?gn + N{},ﬁl)p(ﬁm) } (15)

o Maximizing Nl(?gl = Zij\;lp(Ho,i)P(Di = 1|Hy,) is
the goal of our proposed algorithm.

C. Generalized Framework for Sensing Disruption

Motivated by the derivations in Section II-B, we propose a
generalized framework for sensing disruption. In the frame-
work, estimation uncertainties at the adversary are incor-
porated. In this section, the formulation of the proposed
framework is described.

Consider the probability that a band is vacant, but has been
sensed to be busy by a SU, conditioned on the event that the
adversary sensed the band to be vacant. This probability can
be written as

p(D; =1,Hp;|D;a=0)
= p(Hoi|D;i 4 =0)p(D; = 1|Hp;,D; 4 =0), (16)

Over all the Ns = ng bands that are sensed to be vacant
by the adversary, the sum of the conditional probabilities of
false detection at the secondary while the spectral bands are
actually vacant, conditioned on D; 4 = 0 where i € {ng},
and Ng = fig, is given by

g s
M= =" p(D; = 1|Ho i, Dia = 0)
i=1

-p(Hoi|Di 4 =0), (17)

where the subscript “0” of M %S ="s indicates the condition
that D; 4 = 0. The superscript Ng = ng corresponds to the
condition that the number of bands V. s that are sensed vacant
by the adversary at some particular instant of time is equal
to ng.

On the other hand, when the adversary believes the ¢-th band
is busy, it might be actually vacant, and the adversary does
not want to miss out on the attacking opportunity if the band
is actually vacant. So we create a more general formulation
for the adversary to incorporate this band into the optimal
attacking strategy. Intuitively, whether to spoof in this band is
related to the probability of this band being actually vacant.
In this way, the probability of a successful sensing attack,
given that the sensed decision at the adversary D; 4 = 1, can
be formulated as the conditional probability that this band is
determined to be busy by the secondary when it is actually
vacant, conditioned on D; 4 = 1 at the adversary, which can
be expressed as

p(D; =1,Hy;|Dia=1)
=p(D; = 1‘H0,1;D1,A =1)p(Ho|Dsa =1). (18)
Summing this probability over all the Np = fp bands

that are sensed busy by the adversary, we obtain the sum
of the probabilities of false detection at the secondary when
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these bands are actually vacant, conditioned on D; 4 = 1,
where i € {np}, and Np = fip. This is by

np
Mﬁp = ZP(Di = 1|Hos, Dsa = 1)

i=1

p(Hoi|Dia=1), (19)

where the subscript “1” of M ﬁ“’:ﬁp indicates the condition
that D; 4 = 1. The superscript N p = np corresponds to
the condition that the number of bands N p that are sensed
vacant by the adversary at some particular instant of time is
equal to np.

Spoofing for a power-limited adversary with estimation
uncertainty can be formulated as maximizing the secondary’s
sum of probabilities of false detection when the bands are
actually vacant, conditioned on the adversary’s sensing esti-
mates D; 4 (1 =1,2,---,N), Ng = g, with a given power
budget Ag, which can be expressed as

max Zpéozp ]-|HO iy z A = O)
+ Zp’&p =1|Ho;, Dia = 1)

s.L. Za(o) + Za(l) < Ag
i=1

agf’} >0, i€ {ns}andal) >0, i€ {Ap}, (20)

where a denotes the spoofing power the adversary allocates

in the - th band for i € {ng}, and a represents the spoofing
power the adversary distributes in the i-th band for i € {np}.

III. PROBLEM FORMULATION AND PROPOSED
SUB-OPTIMAL SOLUTION

To obtain the optimal spoofing strategy of the adversary,
the key task is to relate M %S =" and M ﬁp =P to the
adversary’s attacking parameters, i.e., spoofing power in each
band and sensing capabilities including the probability of false
alarm and the probability of detection.

A. Spectrum Sensing at the Secondary

Under Hj ; in the i-th band, i.e., the primary signal is absent,
the received signal at the SU is

ris(t) = w;i s(t) + hji (1),

where w; g(t) is additive Gaussian noise in the i-th band with
zero mean and variance o2. It is assumed that the thermal noise
is identical across all bands. The spoofing signal emitted by
the adversary in the i-th band is j;(¢), which is assumed to be
Gaussian distributed with zero mean, and hence its variance
equals the spoofing power the adversary puts in this band. The
path loss factor between the adversary and the SU in the i-th
band is denoted h, assumed constant across all bands.

The expression in (21) incorporates cases where the spoof-
ing power of the adversary is either present or absent in the i-th

21
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band. When the adversary chooses not to spoof in this band,
A; j is equal to zero; otherwise, A; s is a positive value and
not larger than the adversary’s spoofing power budget Ay.

Further, the decisions at the adversary on the spectrum
usage status D; 4 (i =1,2,---, N) are random. Accordingly,
the corresponding spoofing power allocations in each band
A;y (i=1,2,---,N) are random, due to the random charac-
teristics of the measurements. At any particular instant of time,
measurements are obtained by the adversary, and we let a; ;
denote the spoofing power A; ; at this time, i.e., A; ; = a; j.
Specifically, for the i-th band that is sensed to be busy by the
adversary, i.e., D; 4 = 1, we use the notation A;l) = aE}J) to
denote the spoofing power the adversary puts in it. Similarly,
for the -th band when D; 4 = 0, AE?} = a;o} denotes the
spoofing power the adversary allocates to it.

B. Problem Formulation

From Section III-A, the received signal model can be written
in the same form given in (21), regardless of whether D; 4 is
equal to 0 or 1. Letting a§ } denote the spoofing power that the
adversary intends to allocate to the bands where D; o =0, and

following the same procedures as in [11] and [32], we obtain
p(D; = 1|Hy;, D; 4 = 0)
K

~
~

- )
<2\/_( vV TW) (22)

where Q(-) is the Gaussian tail function, TW is the
integration-time-bandwidth product, and K is the detection
threshold at the SU’s receiver.

Similarly, let ag}} denote the spoofing power that the adver-
sary intends to allocate to the bands where D; 4 = 1, so that
p(D; = 1|Hy, D; 4 = 1) is approximately given by

p(D; = 1|Ho, Dia=1)

) +02)

K
(1) )+ o2)

~
~

(2 il —\/TW> (23)

And hence, (20) can be further formulated as

ns
~(0)
max Zpoﬂ- Q <
| 2VTW (a;

+ iﬁéﬂ) Q

i=1

K W)

(0) 7 +o02)

K —VTW
+02)

(2\/ (a
s.1. Za —l—ip:a(l

ag?} >0,i¢€ {ns} and

al)>0,i€{fp}. (24

C. Proposed Sub-Optimal Solution

This optimization is nonlinear and nonconvex. However,
By} is identical for all i € {fs}, and 7} is identical for
all i € {np}, where we assume that the probability of false
alarm p? , and the probability of detection p?} , at the adversary

are identical across the bands. We also assume that the a priori
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probabilities of Hy ; and H; ; are independent of 7. In this way,
if we only focus on maximizing either Mfgzﬁs or Mf,\ff:f“’,
then the optimal spoofing power allocation can be directly
obtained by using the algorithm derived in [11]. For brevity,
we call this algorithm perfect spoofing, where the adversary
is assumed to have perfect knowledge of the spectral usage

status. Specifically, let V = (TW +/(TW)2 + 8TW) o2.
When V' > K, the perfect spoofing strategy corresponds to
equal-power, full-band spoofing. When V' < K, the perfect
spoofing strategy is equal-power, partial-band spoofing. The
optimal number of spoofed bands equals either [2*] or |2* ],
where [-] and [-] represent ceiling and floor operations

respectively, and z* satisfies
2
e

+d> =ps, (25)

b:L'*AO
V2m(Ap + x*02)?

bx*

exp <— <7A0 +x*o§ +
bx*
+Q<AO +J)*0'72,

where b = K/2VTW, d = —/TW, and p; represents the

probability of false alarm at the secondary in the absence of

spoofing. )
However, our objective is to maximize M }V 5 =fs 4

M f,vf =P which is nonlinear and nonconvex. Considering

that the values of ﬁé(_) and p( ) are typically not equal,
the equal-power, partial-band strategy would no longer be the
optimal solution for the problem in this paper. On the other
hand, no matter what the optimal spoofing power allocation
strategy is, there would be a portion of the total power budget
assigned to the ng spectral bands, with the rest assigned
to the np bands. Using this characteristic of the objective
function, we propose a sub-optimal algorithm for spoofing
with estimation uncertainty:

Step 1: Assign a specific portion p (0 < p < 1) of the
power budget Ay to M fIVS ="s and consequently, the remain-

ing power (1 — p)Ay is allocated to M N e

Step 2: With a power budget pA, for the ng sensed vacant
bands, obtain the spoofing strategy via the perfect spoofing
algorithm. Similarly, with a power budget (1 — p)A, for the
np sensed busy bands, calculate the spoofing via the perfect
spoofing algorithm.

Step 3: Maximize the objective function by varying p
from 0 to 1 in discrete steps.

D. Intelligent Transition for Different Scenarios

In this section, we will show that the proposed framework
provides an intelligent transition for the adversary to spoof
under different scenarios.

1) When the Adversary Has Perfect Information: When the
adversary has perfect knowledge of which bands are vacant
and which bands are busy, p}; = 1 and p?, = 0. Then we
have

(1)

By (0) -1

=0 and Do, (26)
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In this case, the sensed vacant bands by the adversary are
the actually vacant bands. That is, ng = ng. Substituting (26)
into (20), the formulation of the proposed spoofing reduces to

wm)

+02)

al’) >0, ie{ns}, 27)
where {ns} denotes the set of actually vacant bands. Note
that (27) is identical with the formulation for the optimal
sensing disruption in [11]. In other words, optimal spoofing
when the adversary has perfect spectral information is a special
case of the proposed framework.

2) When the Spectrum Is Fully Loaded: When the spectrum
is fully loaded, p(Hoyi) =0 and p(HLi) =1, and we have

~(0) _

By =0 and ) = 0. (28)

Then the objective in (20) becomes

ng

Z ~(0)Q

i=1

( K
2\/—(a

£ 305

i=1

—W)

+02)
K
1) )+ 02)

<2\/W( — \/TW) =0. (29

That is, no matter what spoofing power the adversary puts in
each band, the objective is always constant and equal to 0.
In this case, the best option for the adversary is not to spoof.
This is reasonable, because when the spectrum is fully loaded,
there is no vacant band for the secondary to access.

3) When the Spectrum Is Totally Vacant: When the spec-
trum is totallyXacant p(Ho l) =1and p(H1 l) = 0. Then we

have ]5611) = =1 and ﬁ(()oz) = 1# = 1. The objective
T — P
in (20) becomes
ns K
o Q —VTW
Zz:l QW( (0) ) +02)

np K
* Zi1Q<2W( (1)+02)

N K
= —VT 30
Zi-1Q<NTW<ai,J+a,%> W)’ .

where a; ; = a( ) fori € {ns}anda; s = a( ) fori € {np}.
We can see from (30) that when all the spectral bands are
actually vacant, the proposed algorithm for the adversary is to
treat all the spectral bands identically, no matter whether the
sensed decision at the adversary is O or 1.

We can see that the proposed framework provides an
intelligent transition for the adversary to spoof under different
scenarios.

—W)
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IV. PERFORMANCE ANALYSIS

We use the performance criterion “conditional average num-
ber of SU false detections Ny, conditioned on the number of
actually vacant bands Ng = ng,” to evaluate the performance.
We use the expression “conditional average number of SU
false detections IN;” for brievity hereafter. N; corresponds
to the conditional average number of actually vacant bands
that are falsely determined to be busy by the secondary,
conditioned on the spectrum occupancy status at this particular
instant of time. It is given by

Ny= Y p(D;i=1Hy,)
i€{ns}

€1V

where Ng = ng is the number of actually vacant spectral
bands at this instant of time, and {ng} denotes the set of
spectral bands which are actually vacant.

At a particular instant of time, we use ﬁ(t) to denote the
measurement set at the adversary, that is f)(t) = ( bgti‘ =
51,[)&?4 = Jg,- - ,ZN)E\?A = 0n), where 6; € {0,1} and
i = 1,2,...,N. The superscript ¢ denotes each different
measurement set at the adversary. Since there are N spectral
bands, there are 27 different possible measurement sets ﬁ(t)
on the spectral usage status. Accordingly, t = 1,2,--- 2V,

. ~ (t=to
Based on a given measurement set D , the adversary

carries out the proposed optimization given in (10), and

obtains the spoofing power allocation Af,tzt“) = (Agtjt”) =

ar g, ,AEszt”) = a;, ...,Ag\fif‘)) = ay,y). For brevity,
we use AEtJ:tO) = a;,7 to denote the spoofing power in the

i-th spectral band corresponding to the ¢t = ¢, measurement
set at the adversary ﬁ(t:to), where t =1,2,--- , N.

The conditional average number of false detections at the
secondary over the actually vacant bands, conditioned on the
number of actually vacant bands Ng, the particular measure-
ment set ﬁ(t:to) and corresponding spoofing power Af;:to)
by the adversary, can be calculated as

(=10 pU=t0)

NP — 3 p(Di = 1[Hp;, D" AU,
i€{ns}
(32)

Due to estimation uncertainties, there are a total of 2
different measurement sets by the adversary. Accordingly,
there are 2%V spoofing power allocations. When the adversary’s
measurement set ﬁ(t:to) is determined, the corresponding
spoofing power allocation Af,tzt“) is determined, through
solving the optimization in (20). In this way, Af;:to) can be
taken as a function of l~)(t=t0), ie., A(f:t‘)) = f(f)(tzt())).
Then we have p(Ag=t°)|l~)(t7tO)) =1

The conditional average number of false detections at
the secondary, averaged over all possible measurements and
corresponding spoofing power allocations at the adversary, is
given by

M-Sy

fo=1 {afi=ro)y

N?(t=t0)7A9:‘0)

= (t=to)

<p(D T )pATIB ), (33)
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Fig. 1. Average number of false detections versus JNR, where N = 20
and Ng = 10.

~ (t=to), . .. N
where p(D ) is the probability that the adversary’s

. w(t=to)
measurement set is D . For example, for the case where

there are ¢ actually vacant bands sensed to be busy by the
adversary, and there are j actually busy bands sensed to be
vacant by the adversary, this probability can be calculated by

()= wy

N — ng . N
| ( j ) (1=p2) ()" 3%
where ng is the number of actually vacant bands at this time,
and p? and pz? denote the probability of false alarm and the
probability of detection at the adversary.

V. NUMERICAL RESULTS

Based on the calculations for N; from (31) to (33),
we generate numerical results for performance analysis of the
proposed algorithm, as well as comparisons with these three
conventional algorithms:

1) Perfect Algorithm: the adversary is assumed to know
perfectly the actual spectral usage status. This algorithm
provides an upper bound for the sensing disruption
performance of the adversary.

2) Sensed Algorithm: The adversary only spoofs the bands
it has sensed to be vacant.

3) Blind Algorithm: The adversary considers all the spec-
tral bands to be vacant, and uses the procedure from [11]
to determine the percentage of bands to be spoofed. Note
that the above procedure was optimal in [11], because
the adversary knows with certainty which bands were
vacant. However, in this baseline algorithm, the adver-
sary has no knowledge as to which bands are vacant.

A. Performance Comparisons

The average number of SU false detections with different
values of spoofing power budget is plotted in Fig.1, where the
spoofing power budget is measured in terms of the jamming to
noise ratio JNR = Ag/No? in each band. The total number
of spectral bands N = 20, and there are Ng = 10 actually
vacant bands. The SU threshold for determining whether the
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Fig. 2. Average number of false detections versus JNR, where N = 20
and Ng = 10.

observed band is vacant is chosen such that, in the absence
of spoofing, its probability of false alarm is 0.10. For the
adversary, p? = 0.10 and pj? = 0.90.

In Fig.1, for any spoofing power, the average number of
false detections for the proposed algorithm is always larger
than those of the sensed and blind algorithms, and asymptot-
ically approaches that of the perfect algorithm. When JNR
is above approximately 0.70, the blind algorithm outperforms
the sensed algorithm. This is because the sensed algorithm
only attacks the sensed vacant spectral bands, but some of the
actually vacant bands are misidentified. When the spoofing
power is not large, it is better for the adversary to attack only
the sensed vacant bands rather than spreading its power over
all the spectral bands. However, when the spoofing power
is large enough, it should spread its power across all the
spectral bands to affect the ones misidentified as busy, since
the spoofing power allocated in each band is still large enough
to make the sensing attack successful.

Both the proposed and blind algorithms asymptotically
approach the performance upper bound as the spoofing power
increases. In contrast, the average number of false detections
of the sensed algorithm first increases as the spoofing power
increases, but beyond a certain point, it saturates to a constant.
This is because neither the proposed algorithm nor the blind
algorithm limits its attack within the sensed vacant bands,
while the sensed algorithm only disrupts the sensed vacant
ones. As a result, there would be a certain number of actually
vacant bands not being spoofed.

The effects of the adversary’s different sensing capabilities
are illustrated in Fig.2. When the sensing capability of the
adversary decreases, e.g., from p? = 0.10,p/ = 0.90 to p} =
0.20,}7214 = 0.80, for the same value of the spoofing power,
the average number of SU false detections decreases for both
the proposed and sensed algorithms because there is a lower
probability of hitting the actually vacant bands by the adver-
sary. That is, the sensed algorithm is less effective than our
proposed algorithm. Also, note that, under different sensing
capabilities, the proposed algorithm asymptotically approaches

Average number of false detections at the secondary

4 I I I I I I I I I
0 0.05 0.1 0.15 0.2 0.25 0.3 0.35 0.4
Probability of false alarm at the adversary

Fig. 3. Average number of SU false detections vs. probability of false alarm
at the adversary, where N = 20, Ng = 10, and JNR = 0.50.
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Fig. 4. Average number of SU false detections vs. probability of detection
at the adversary, where N = 20, Ng = 10, and JNR = 0.50.

the performance upper bound as the spoofing power increases,
while the average number of SU false detections saturates to
a much lower level for the sensed algorithm.

B. Attacking Performance With Varying Probabilities
of False Alarm and Detection

The average number of SU false detections versus p’]? is
plotted in Fig.3, where p;? =0.90. As p? increases, the aver-
age number of SU false detections for both the proposed and
sensed algorithms decreases, while the average number of false
detections for the perfect and blind algorithms stays constant.
This is because neither the perfect nor the blind algorithm
relies on the adversary’s usage measurements. On the other
hand, when p]‘f-‘ increases, more actually vacant bands are
mistakenly determined to be busy by the adversary, leading
to a lower chance for the adversary to hit the actually vacant
bands. As a result, the average number of false detections
for either the proposed or the sensed algorithm decreases.
However, the average number of SU false detections is always
larger for the proposed algorithm than for the sensed algorithm
and the gap increases with p?.

In Fig.4, we observe how the average number of false
detections varies with pj', when p? 0.10. When p7}
increases, the average number of SU false detections for
both the proposed and sensed algorithms increases because
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Fig. 5. Average number of false detections at the secondary versus JNR,
where N = 20, N = 10, p{ = 0.10, and p4 = 0.90.

the chance that the adversary spoofs actually vacant bands
increases. The proposed algorithm always outperforms the
sensed algorithm.

C. Sensitivity Analysis

In this section, we analyze how the performance varies
for the proposed algorithm when the actual probability of
detection at the adversary is pﬁ, and the adversary thinks its
probability of detection is pj ;.

In Fig.5, the average number of false detections at the
secondary is plotted. Here, p? = 0.10. We consider the
cases when the adversary thinks its probability of detection
is 0.60 or 0.80, while its actual probability of detection
is 0.90. The average number of SU false detections of the
proposed algorithm is higher than that of the sensed and
blind algorithms. There is no significant performance degra-
dation for these cases because, as shown in Appendix A,
15(()?3 > p‘&? . That is, the weight of the optimization for
the sensed vacant bands is always larger than the weight
for the sensed busy bands. Accordingly, the adversary favors
the sensed vacant bands. Furthermore, when the spoofing
power is small enough (small enough will be defined in
Appendix B), then the adversary only spoofs the sensed
vacant bands. On the other hand, when the spoofing power
is large enough, then the adversary should allocate a certain
portion p of its power budget to the sensed vacant bands, and
the remaining portion 1 — p of the spoofing power budget
to the sensed busy bands. We will show in Appendix C
that the adversary favors the sensed vacant bands, that is,
the parameter p is approximately no smaller than the ratio

ns
ng+np
VI. CONCLUSIONS AND FUTURE WORK

This paper presented a generalized framework for a power
limited adversary. It can be applied for either the case where
the adversary has perfect knowledge of the spectral usage sta-
tus or the scenario where the adversary’s estimates of spectral
usage have uncertainties. The framework utilizes the condi-
tional probability that, given the adversary’s sensing results,
the spectral band of interest is actually vacant. The sensing
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disruption strategy obtained under this framework maximizes
the sum of conditional probabilities of false detection at the
secondary, conditioned on the spectral usage status estimates
at the adversary, with the constraint that the adversary has
a limited power budget. Results show that, by utilizing the
proposed sensing disruption, the adversary can achieve better
performance than conventional algorithms. Our future work
will extend this formulation to both the sensing and the data
transmission durations of a cognitive radio network, and inves-
tigate optimal spoofing given cooperative spectrum sensing.

APPENDIX A
PROOF OF THE RELATION BETWEEN ) AND 7},

Lemma 1: Given that

15(()(,)3 = p(Hoi|D; 4 =0)

p(Hoi)(1 —pf;)

W)+ ey
1583 = p(Hoi|Dia=1)
B p(Hoi)p?, (A-2)
p(Hoi)p?; + p(Hui)pg,
the following relationship holds:
B > 5. (A-3)
Specifically,
{0 < p(Ho,) <1: By > By (At
p(H1:) =0 or p(Hi) =1: py) = pi),

where pﬁ,i and pﬁi > 0 denote the probability of detection
at the adversary and the probability of false alarm at the
adversary, respectively, and we have p7'; > p7,.
Proof:

Case 1: When 0 < p(Hy ;) < 1.

Multiplying p(H; ;) on both sides of the inequality pz?’i >
P} and subtracting p(H1 ;)pj ;7 , on both sides and regroup-
ing terms, we have

p(Hyi)pdi(1—p7y) > p(Hia)pt (1= pis).
Adding p(HO,i)p?’i(l—p?’i) on both sides of (A-5), we have

(1 = pti(p(Hya)pgs + p(Hoi)p7s)
> pf i (p(H1,i) (1= pgs) + p(Hoi)(1 = p7y)). (A-6)
Since 0 < p(Ho;) < 1,0 < p(Hy,;) < 1, we have
p(H1)pg,; + p(Hoi)py; > 0 and p(Hi:)(1 — pj,) +
p(Ho:)(1 —p’ﬁi) > 0. Then (A-6) can be written as
p(Hoi)(1 —pf,)
p(H1i)(1 = pg,) +p(Hoi) (1 —pf,)
P(HO,i)P?,i

(A-5)

. (A7)
p(H1,¢)p£i + p(Ho,i)pﬁi
Substituting (A-2) and (A-2), we obtain
By > By (A-8)

Case 2: When p(H, ;) = 0.
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When p(H; ;) = 0, we have p(Hy ;) = 1. Substituting the
equalities into (A-2) and (A-2),

~(0) X
p L=
Ot p(Hou) (1 —pfy) +p(Hia)(1 - pgt)
Ho)(1—p}
:p( 0,)( pf:z) -1 (A—9)
p(Hoq)(1 = p},)
and
ay _ p(Hoa)py,
D4 :’714’:1. (A-10)
" p(Hou)py,
Comparing (A-9) and (A-10), we have
Pot = Boi- (A-11)

Case 3: When p(H, ;) = 1.
When p(H; ;) = 1, we have p(Hp ;) = 0. Substituting the
equalities into (A-2) and (A-2),

_0) p(Ho:)(1 = p7,) —0
O p(Hou)(1 = pfy) + p(Hio) (1 - pgy)
(A-12)
and
(1) p(HO,i)p?i
e A ’ -+— = 0. (A-13)
" p(Hou)pg,; + p(Ha)pg,
Comparing (A-12) and (A-13), we have
A= 0. (a1

APPENDIX B
PROOF OF LEMMA 2

Lemma 2: For a particular instant of time, there are ng
bands sensed to be vacant and np bands sensed to be busy by
the adversary. When the adversary’s spoofing power budget
Ap is small enough that Ag < ¢* - min(ng,np), where c*
satisfies the following equation

K e
Q(Q\/T—W(c* +o2) \/W) B 2\/W<C* +03,,)2

P K
P 2\ 2VTW (c* + 02)

—\/T—W> )pr,

(B-1)

the optimal spoofing strategy for the adversary is to spoof only
the sensed vacant bands.

Proof: Recall that the spoofing strategy for the adversary
is to maximize N; . o s +NY Np=nr When the primary signal
is absent, the recelved 51gnal rl s(t) at the SU can be written
as,

ri,s(t) = w; s(t) + hji(t),

where K is set to unity.
Letting aEOJ) denote the spoofing power that the adversary
intends to allocate to the bands where D; 4 = 0, and following

(B-2)

IEEE TRANSACTIONS ON COMMUNICATIONS, VOL. 67, NO. 2, FEBRUARY 2019

the same procedures as in [32], p(D; = 1|Hy;, D; 4 = 0) is
approximately given by
p(D; = 1|Ho, Dia = 0)
~ K VTW |, (B-3)
2VTW (a)) + 02) ’

where T'W is the integration-time-bandwidth product, and K
is the detection threshold at the SU’s receiver.

Similarly, let ag}} denote the spoofing power that the adver-
sary intends to put for the bands where D; 4 = 1, so that

p(D; = 1|Hy,, Di 4 = 1) is approximately given by
p(D; = 1|Ho, Dia=1)
~ K VTW (B-4)
2VTW (al') + 02) '

Therefore, the objective of the optimization M %S:ﬁs +

Np=i
M3 =" can be expressed as

MNS:fLS MNP:ﬁP
—Zpozp i =1D; 4 =0)
5 —1|D; 4 =1
- Zpolp ID; s =1)

500 K \/—W>
; <2V W (") + 02) !
np (1) K B ]
; o <2\/TW( M+ o2) TW>' B>

To solve the optimization problem, we proposed a sub-
optimal algorithm in Section III, where pAy (0 < p < 1)
spoofing power is allocated to M ﬁf ="swhich is

ns

— 350 K
-2 Q<2F<

and (1 — p)Ao spoofing power (0 < p < 1) is allocated to
M%P:ﬁp

Ns=fis
J\IJ’O

wm),

(B-6)

) +02)

, which is

f: 00 K
pat 2VTW (a}) + 02)

Np=ip _
NJ,O

. WW)
(B-7)

Recall in Section III-C that, to obtain the sub-optimal solu-
tion for the proposed algorithm as well as a theoretical analysis
of the proposed algorithm, we assume p% e is identical across
the bands. Similarly, we assume that pd is identical across
these bands. We also assume that the a priori probabilities of
Hy ; and H; ; are independent of 7. In this case, for the sensed
vacant bands by the adversary where D; 4 = 0, the probability
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that this band is actually vacant, p‘é?i) =p(Hoi|Dsa =0), is
identical, since

50— (1 —p} )p(Ho,i)
O (L= pf)p(Hos) + (1 — pf )p(Hi )

(B-8)

Similarly, for the sensed busy bands by the adversary where
D; 4 = 1, the probability that this band is actually vacant,

ﬁélz) = p(Hoyi‘Di,A = 1), is identical, since

]5(1) _ p?,ip(HOJ)
0T ppip(Hos) + pitip(Ha i)

(B-9)

In this case, M %S =75 in (B-6) can be further written as

np
- K
M Ns=ns _ E ) —VTW |,
70 S 2y (az(',o} +07)

(B-10)

where the total spoofing power budget for these 7g bands
is pAg. It can be seen from (B-10) that maximizing M %S =ns
with spoofing power budget pAyq is equivalent to

ns K
max Q —VTW
g <2¢Tw<a§?} +0%) )
ns
s.t. Zal(.?} = pAo
i=1
al) >0, i=1,--- 7. (B-11)

)

It was shown in [11] that the optimal strategy for the adver-
sary under the scenario in (B-11) is equal-power, partial-
band spoofing. Further, in the case considered for Lemma 2,
the spoofing power budget Ag is not large enough to spoof
all the ng sensed vacant bands and the np sensed busy
bands simultaneously. That is, for this scenario, the optimal
number n{, of bands that the adversary should spoof with the
power budget pAg within the g bands is smaller than ng,
ie., ng < ng. When p = 0, i.e., no spoofing power is allocated
for sensed vacant bands (this is not a sensible strategy but
is included here for mathematical completeness), then in this
case n§ = 0; when 0 < p < 1, pAy > 0 spoofing power is
allocated to the sensed vacant bands, then in this case ng > 0.
The resulting NV ﬂ)s:ﬁs can be expressed as follows:

e When p =0,

o s K
MNs=ns _ 50 Ql ——— —VTW
5,0 0.2 ; 20TW o2

= Py spy, (B-12)
where py is the probability of false alarm at the SU. Here
we assume the noise power is identical over all bands,
and hence the false alarm probabilities in different bands
at the secondary, when the spoofing signal is absent, are
identical and denoted as py-.
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e When 0 < p <1,

Ng=n
MJ,OS s
ng K
- 3o -vw)
i-1 2\/TW<p 0 ,%)
L
fis K
+ —VTW
Elﬂ%HQ<2WﬁV2 )}

K
=ﬁ@{%@< " —VTW>
2\/TW<—p 0 ag>
o

+ (ﬁs - né)pf}-

Note that ng corresponds to the optimal number of spoofed
bands that maximizes M ﬁ)s ="S in (B-11) with spoofing power
budget pAy. We derive the optimal value of p making use
of the optimality of nj. We (1) first analyze what equality
relationship n( should satisfy to make it the optimal number
of spoofed bands within the ng sensed vacant bands by the
adversary, and (2) then substitute this relationship into (B-11)
to obtain the optimal value of p, i.e., the optimal portion of
the spoofing power that the adversary should allocate to the
sensed vacant bands. Since ng > 0 is the optimal number that
maximizes M ﬁ)s =7 in (B-11), we use a continuous variable
2 (0 < x < fg) for exploring the exact value of nj > 0. Let

(B-13)

— \/W)—l—(ﬁs —x)pf,

n

K
g(fv)—ch<
2VTW (pTAO +02)
(B-14)

where * ~ ng is the value of x that maximizes g(z). That
is, ng = o* = argmax g(x).

x
Let b = K/2VTW, d = —/TW, and P; = pAp. Then
g(z) in (B-14) can be further written as

b
g(x) = z2Q (m + d) + (ﬁs - :c)pf. (B-15)

The first derivative of g(z) with respect to x is

dg(x)
dx

b
= _ d —
Q<PJ/37+U72:,+ ) P
Pybx 1( b )2
— exp| — - =———= +d .
\/27T<PJ+£CO'%)2 ( 2\Ps/o+ oy
(B-16)
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Since the extreme point x* satisfies the relation that

dg_(x) =0, from (B-16), we have
dl‘ r=x*
Q # + dl —
Pjy/x* + 02 by
Py/z* b 1 b 2
= o/ zexp<_§<ﬁ+d>>.
VER(Py /2 +03) s/ o

B-17)

It can be seen from (B-17) that P; and z* always appear

P
together in the form of —‘*] As Pj is the spoofing power
x
budget and x* represents the optimal number of spoofed
bands, we define

*_PJ

¢ = (B-18)

Ea
where z* can be interpreted as the optimal spoofing power
within each spoofed band. Substituting (B-18) into (B-17),
b c*b
< (ﬁ + d) =
n \/ﬂ(C* + o2 )

1/ b ?
eXp(—E(m—f—d) ), (B—19)

or equivalently,
b c*b
Q<C*+O-2+d> _pf_ 2
n V271 (c* + U%)

1 b 2
.exp<—§<—c*+0% +d> )—0. (B-20)

It can be seen from (B-20) that the value of c¢* is determined by
the sensing parameters b, d, ofl, and py, and can be obtained by
solving the nonlinear equation (B-20). In other words, as long
as the sensing parameters b, d, 03, and py are determined,
then ¢* is determined. That is, ¢* = f(b,d, o2, py), where the
function f(-) can be determined through (B-20). Following
the same derivations in [11], we can show that Eq. (B-20)
has one and only one solution for ¢* > 0. Substituting (B-18)
and (B-19) into (B-15) yields

Pjb
N )
\/27r<c* -I-O'%)
e Lo ’ +i (B-21)
. X _— = D —— . -
p 2\ c* +0o2 sPs

Since Py = pAy,

g(z") =

b
\/ﬂ(c* + U%)Q

1 b 2
: N L Aspr. (B-22
exp< 2(0*4—0% +d) >+nspf ( )

g(x") = pAo
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*

Considering that nj ~ z* = argmaxg(z), M;J~

in (B-13) is approximately given by ’

V= ~(0
M%S fis zp((m)g(x*)

s b
= pé?i)PAo—z
\/27r(c* + 0721)
1/ b 2\ -
- exp <_ §<c* + g2 +d> ) +pé?2nspf.
n
(B-23)
Let
b 1 b 2
NAN=———exp| — = +d )
\/E(C*—FUQ)Q 2\¢* +op
(B-24)

Because ¢* is determined by the sensing parameters of the
system, A\ can be considered constant, as long as these sensing
parameters are fixed. Substituting (B-24) into (B-23),

M= Bl pAo 15+ Rispy. (B-25)

Combining (B-12) and (B-25), we can obtain the expression

for M%SZ”S when 0 < p < 1 as

M= ~ Byl pAg A+ Jiispr, 0<p< 1. (B-26)

Following the same procedures from (B-12) to (B-25),
MNP="" in (B-7) is given by

M= % pgl) (1= p)Ag A +5( Asps, 0<p< 1,
(B-27)

Therefore, the objective of the optimization M %S:ﬁs +

Mﬁpzhp in (B-5) can be expressed as

Vo—r N p =11 ~(0 ~(0) ~
M%s ns +Mﬁp np %p(()72pAoA+p(()7¢)nspf

+1583 (1—=p)Ag A +1583 nsps
= pAo & () = 35Y)) + 8 s

+ Py sy + Pyl Ao A . (B-28)

Discussion: Appendix A proved that 15(()?3 - ]583 > 0, based
on the fact that the probability of detection at the adversary is
always larger than its probability of false alarm. Accordingly,
when 0 < p(H;;) < 1, the coefficient of p is positive,
ie., Ag A (ﬁ(()?g - ]5(()12) > 0. This leads to the case that

Ns= Np— . . .
M75$~"9 +M;"~"" monotonically increases as p increases.

The maximal value of the objective M o="5 + MNF="7 is
reached when p = 1. That is, in this case, the optimal strategy
is to spoof only the sensed vacant bands.
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APPENDIX C
PROOF OF LEMMA 3

Lemma 3: When the spoofing power budget at the adversary
is large enough to spoof all the spectral bands of interest, that
is, the adversary allocates a certain portion p of its spoofing
power budget to the sensed vacant bands, and the remaining
portion 1 — p to the sensed busy bands, the optimal value

ns
ﬁp + ng ’

Proof: When all the spectral bands of interest are spoofed,
the objective of the optimization M ﬁfzﬁs + M ﬁp ="P can
be expressed as

of p satisfies p >

M}%s=ﬁs +ML]]$71P=77LP
L] L ——
0 pAo/ns + o2
b
AQ/fLP + 0'%

+15§3ﬁpc2< = +d>, (1)

where b = K/2VTW, and d = —VTW. Let F(p) =
Mﬁ)s:ﬁs + Mﬁpzﬁp. Then we have

_(0) ~ b
F(p)=p nsQ| ——— +
(p) = PyiTs <p 1o/ 2 d)

~(1) = b 5
+p0,znPQ<(1_p)A0/ﬁP+O_%+d>- (C )
Let
-1
()—71’ +d=5b Ao +o2| +d
gl p - pAo/TNLs-l-U% - ﬁSp n I
(C-3)
b
92(p) = = —— +d
1—p)A
w_’_o—%
np
-1
np np
9 —1
:b(dp+on—dpp) +d, (C-4)

where dg = Ag/ng, and dp = Ag/np. Substituting (C-3)
and (C-4) into (C-2),

Flp) = pt)7sQ(91(0)) + 56172 Q (92(0) ).

We need to find out what value of p leads to the maximal
point of F'(p). The first derivative of F'(p) with respect to p
is

(C-5)
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where
dgcll(ﬂ) ___ bds . 7
P (dsp + O’%)
dp

2
(dp + O’% — dpp)
Substituting (C-7) and (C-8) into (C-6) yields,

~(0)
dF Do.; Nsbds 1
o) _ P sexp (— 20200))
P \/27r(dsp+ U,%)
Py fipbdp

1
: e (- L4g),
\/27T(ds +o02 — dpp)
(C-9)
L A _ Ao
Considering that dg = —, and dp = —, (C-9) can be
ns np

further written as

507 4
) Pl oo~ e
d 2 271
P \/QW(dSP + U,%)

5 A
. \/ﬂ(dspi o2 - dpp)’ o (= i0)

(C-10)
The optimal value of p, denoted p*, is such that
dF(p) _ ,
—_— = 0. That is,
dp lp=p*
15(()?3 bAg 1, .
s exp (- 59807))
V2T (dsp* + O'%)

(1)
. \/ﬂ(dspifji dpp*)Q exp (- %gg(ﬁ*)) =0

(C-11)

When the spoofing power is very large, g1(p*) ~ d and
g2(p*) =~ d, and we have

1 * 1 *
exp ( - §gf(p )) ~ exp ( - 593(0 ))- (C-12)
Substituting (C-12) into (C-11) yields,
ﬁ(()(,)i)bAo
2
\/27r(dsp* + U%)
Py 1bAo

~
~

5 = \/]583 (dsp* +o2)

\/ﬂ(dp +o2 — dPP*)

~ \P)(dp + 0% — dpp®). (C-13)
Solving (C-13), we have
~(0) ~(0) 2 ~(1) 2
\/Po,idp + \/Po;0n — \/Po,i0
p* ~ 0,2 0,27 n 0,7 n. (C—14)

\/ 15(()}1') ds + ﬁé(,)i) dp
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Since dg = Ag/ns, and dp = Ag/np,

Note that Doi =

e R

A A
RV E e

A
~(0) Ao ~(0) (1)
\/péL +\/ Pot — \/péz

(0)
Oz~

*

(C-15)

5(0) ( )

Do ;> SO that

A
~(0 O
VAol

>Ao >
0~ Oz~

\/péof s

(1) ~ 0
P((M-)np-# P((”)ns

\/Pos s
\/ ﬁé(,)i)flp + ﬁo(,)i)ﬁs
ng

np+ns

vV

(C-16)

That is

[1]

[2]

[3]

[4]

[5]

[6

=

[7

—

[8]

[9]

[10]

>_15 (C-17)
np+ng
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